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Abstract 

While the traditional goal of statistics is to infer population parameters, modern practice increasingly demands 

protection of individual privacy. One way to address this need is to adapt classical statistical procedures into 

privacy-preserving algorithms. In this paper, we develop differentially private tail-robust methods for linear 

regression. The trade-off among bias, privacy, and robustness is controlled by a tunable robustification parameter in 

the Huber loss. We implement noisy clipped gradient descent for low-dimensional settings and noisy iterative hard 

thresholding for high-dimensional sparse models. Under sub-Gaussian errors, our method achieves near-optimal 

convergence rates while relaxing several assumptions required in earlier work. For heavy-tailed errors, we explicitly 

characterize how the non-asymptotic convergence rate depends on the moment index, privacy parameters, sample 

size, and intrinsic dimension. Our analysis shows how the moment index influences the choice of robustification 

parameters and, in turn, the resulting statistical error and privacy cost. By quantifying the interplay among bias, 

privacy, and robustness, we extend classical perspectives on privacy-preserving robust regression. The proposed 

methods are evaluated through simulations and two real datasets. 

Keywords: Differential privacy, heavy-tailed error, Huber regression, iterative hard thresholding, 

linear model, sparsity. 
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1 Introduction 

The increasing demand for privacy-preserving statistical methods has brought differential 

privacy (Dwork et al., 2006) to the forefront of statistical research. Informally, a differentially 

private (DP) algorithm ensures that an attacker cannot determine whether a particular data point 

is present in the dataset. Pioneering works, such as those by Hardt and Talwar (2010), Chaudhuri 

and Hsu (2012), Duchi et al. (2013), and Duchi et al. (2018), quantified the cost of privacy in a 

range of statistical estimation problems. More recently, the role of privacy in statistical inference 

has been rigorously investigated (Sheffet, 2017; Cai et al., 2017; Awan and Slavković, 2018; 

Karwa and Vadhan, 2018; Chang et al., 2024). Interestingly, even prior to these developments, 

Nissim et al. (2007) and Dwork and Lei (2009) recognized a fundamental connection between 

privacy and robustness (Hampel et al., 1986). In particular, Dwork and Lei (2009) introduced the 

propose-test-release (PTR) framework, which derives DP algorithms from principles of robust 

statistics. This philosophy of leveraging robustness to achieve privacy has since motivated a 

series of follow-up works, including Lei (2011), Smith (2011), Chaudhuri and Hsu (2012), 

Avella-Medina (2021), Liu et al. (2022), and Yu et al. (2024), to name a few. Specifically, 

Avella-Medina (2021) and Liu et al. (2022) focused on robustness against small fractions of 

contamination in the data, whereas Yu et al. (2024) considered robustness to heavy-tailed 

sampling distributions. 

In this work, we focus on both linear and sparse linear regressions, which are among the most 

fundamental statistical problems and serve as building blocks for more advanced methodologies. 

Consider the linear model *y  x β , where y  is the response variable, 
px  denotes 

the (random) vector of covariates, * pβ  is the unknown vector of regression coefficients, and 

  is a mean-zero error variable. Assuming that   follows a normal or sub-Gaussian distribution, 

significant progress has been made in developing DP ordinary least squares (OLS) estimators for 
*
β  since the works of Vu and Slavkovic (2009) and Kifer et al. (2012). When the sample size n 

is much larger than p, several studies have made notable advances in terms of accuracy, sample 

efficiency, and computational efficiency (Sheffet, 2017; Wang, 2018; Sheffet, 2019; Cai et al., 

2021; Varshney et al., 2022; Brown et al., 2024). In the case where the covariates and noise are 

independent and both possess finite moments of polynomial order, Liu et al. (2022) established 

the existence of a DP algorithm. However, their proposed high-dimensional PTR algorithm is not 

computationally efficient. Furthermore, Kifer et al. (2012) and Cai et al. (2021) have extended 

DP OLS methods to high-dimensional settings. 

In the presence of heavy-tailed errors, the finite-sample performance of the OLS estimator 

becomes sub-optimal, particularly in terms of how its error bounds depend on  , which may 

scale logarithmically or polynomially at a confidence level of 1   (Catoni, 2012). From a 

privacy-preserving perspective, the construction of DP procedures relies critically on the notion 

of sensitivity (Dwork et al., 2006), which is closely tied to the boundedness of the loss function’s 

gradient (Bassily et al., 2014). This characteristic makes OLS-based methods inadequate, as their 

gradients exhibit heavy tails, which prevents them from being properly bounded. To achieve 

both robustness against heavy-tailed error distributions and strong privacy guarantees, we 
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consider employing loss functions with bounded derivatives, such as the well-known Huber loss 

(Huber, 1973). Many other loss functions, particularly smoothed variants of the Huber loss, share 

desirable properties such as Lipschitz continuity and local strong convexity. In this work, we 

focus on the Huber loss to more effectively illustrate the core ideas, without pursuing purely 

technical generalizations. When the noise variable is independent of the covariates and follows a 

symmetric distribution, using the Huber loss with a fixed parameter (independent of the data 

scale) is typically sufficient. In more general settings with heteroscedasticity or asymmetry, Fan 

et al. (2017) and Sun et al. (2020) introduced adaptive Huber regression, in which the 

robustification parameter   is adjusted according to the sample size n, dimensionality p, and 

noise scale to balance bias and robustness effectively. We provide a brief review of Huber 

regression in Section 3.1 and Section B of the supplementary material. Building on these works, 

we aim to develop a unified DP tail-robust regression framework that applies to ‘general’ linear 

regression models in both low- and high-dimensional settings. Here, ‘generality’ refers to the 

minimal assumptions that ( | ) 0 x  and 
2 2

0( | ) x , without requiring independence 

between   and x , or symmetry of the noise distribution. To elucidate the effect of tail behavior 

on the privacy cost, we explicitly characterize the choice of the robustification parameter when 

the noise variable exhibits either bounded higher-order moments or sub-Gaussian tails. This 

parameter offers new insight by effectively bridging the trinity of robustness (quantified via non-

asymptotic tail bounds), bias (arising from skewness in the response or error distribution), and 

privacy. 

In low-dimensional settings where n p , we propose a DP Huber regression estimator 

implemented via noisy clipped gradient descent, with noise carefully calibrated to ensure the 

desired privacy guarantee. Our method builds on the framework of private empirical risk 

minimization (ERM) via gradient perturbation (Bassily et al., 2014). This line of work, together 

with earlier studies based on objective function perturbation (Chaudhuri et al., 2011; Kifer et al., 

2012), provides utility guarantees in terms of excess risk while preserving privacy, under the 

assumption that the loss function satisfies specific convexity and differentiability conditions. In 

particular, the objective function perturbation framework requires an objective composed of a 

convex loss with bounded derivative and a differentiable, strongly convex regularizer. The Huber 

loss, by contrast, has a derivative bounded in magnitude by  , which is allowed to increase with 

the sample size, and neither the low- or high-dimensional Huber regressions employ a strongly 

convex penalty. As a result, the objective function perturbation method proposed by Chaudhuri 

et al. (2011) is not applicable to our setting. Under standard assumptions such as strong 

convexity of the loss function and boundedness of the parameter space, Wang et al. (2020) and 

Kamath et al. (2022) developed general theoretical frameworks for DP stochastic convex 

optimization problems with heavy-tailed data. Avella-Medina et al. (2023) incorporated robust 

statistics into noisy gradient descent to facilitate DP estimation and inference. Nevertheless, the 

presence of the robustification parameter   introduces additional complexity. Existing 

techniques and theoretical results do not seamlessly extend to this setting, particularly under 

general noise distributions. To address this gap, we adapt the framework of Avella-Medina et al. 

(2023), explicitly quantifying the influence of   on both the statistical error and the error 

induced by privacy constraints. We first show that the DP Huber estimator lies, with high 

probability, in a small neighborhood of its non-private counterpart. We then establish its 

convergence rate to the true parameter *
β  in the 2 -norm. Beyond standard differential privacy, 
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we further evaluate the performance of the DP Huber estimator under the framework of Gaussian 

differential privacy (GDP) (Dong et al., 2022). Compared to ( , ) -DP (see Definition 1 in 

Section 2), GDP has attracted growing attention in the statistics community due to its elegant 

interpretation of privacy through the lens of hypothesis testing (Wasserman and Zhou, 2010). 

In high-dimensional settings where *

0 min{ , }n pβ‖ ‖ , ensuring privacy becomes more 

challenging due to the sparse structure of *
β . Wang and Gu (2019) and Cai et al. (2021) 

proposed a noisy variant of the iterative hard thresholding (HT) algorithm (Blumensath and 

Davies, 2009; Jain et al., 2014) for implementing a privatized sparse OLS estimator. They 

demonstrated that, under Gaussian errors and certain conditions on the covariates, their methods 

may achieve (near-)optimal statistical performance when applied to sparse linear models. In 

contrast, DP sparse regression that is robust to heavy-tailed errors has remained largely 

understudied until recent work by Liu et al. (2022) and Hu et al. (2022). Liu et al. (2022) adapted 

soft thresholding with the absolute loss and 1 -regularization to achieve a convergence rate that 

scales with p . Hu et al. (2022) proposed truncating the original data at a fixed threshold to 

mitigate the influence of heavy-tailed distributions. However, neither Liu et al. (2022) nor Hu et 

al. (2022) achieved the optimal convergence rate that accounts for sparsity. Moreover, the 

interaction among bias, privacy, and robustness remains insufficiently explored. To bridge this 

gap, we propose a sparse DP Huber estimator based on noisy iterative hard thresholding. Our 

analysis establishes the convergence rate of the sparse DP Huber estimator to the true parameter 
*
β  in the 2 -norm and examines the bias-privacy-robustness triad. Extending our approach to 

other robust M-estimators and iterative algorithms for 0 -constrained M-estimation (e.g., Liu et 

al., 2019; She et al., 2023) is feasible but beyond the scope of the current work and left for future 

investigation. 

Alongside statistical performance, we examine the interaction among estimation accuracy, 

privacy, and robustness. We demonstrate that the robustification parameter   affects global 

sensitivity and, consequently, the privacy cost. In other words,   governs the trade-off among 

bias, privacy, and robustness. Our theoretical results suggest choosing   based on the effective 

sample size under privacy constraints. Similar to Barber and Duchi (2014) and Kamath et al. 

(2020), we study how the moment condition parameter 0   influences this trade-off when the 

noise variables have bounded 2   moments. We find that   affects the optimal choice of  , 

which in turn impacts both the statistical error and the privacy cost. In high-dimensional settings, 

we further investigate how sparsity shapes the bias-privacy-robustness trade-off. By quantifying 

the effects of this trade-off on convergence rates and sample size requirements, we provide a new 

perspective on the relationship between privacy and robustness. This perspective complements 

prior work that explores the interplay between these two properties (Dwork and Lei, 2009; 

Avella-Medina, 2021; Liu et al., 2021; Georgiev and Hopkins, 2022; Asi et al., 2023; Liu et al., 

2023; Hopkins et al., 2023). 

The rest of the paper is organized as follows. Section 2 provides a brief review of ( , ) -DP and 

-GDP. Section 3 presents a noisy gradient descent algorithm for low-dimensional DP Huber 

regression and a noisy iterative hard thresholding method for sparse Huber regression in high 

dimensions. Section 4 provides theoretical guarantees for DP Huber regression, including 
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comprehensive non-asymptotic convergence results under either polynomial-moment or sub-

Gaussian noise, followed by a discussion of the bias-privacy-robust trade-off. As a byproduct, 

we also establish the statistical convergence of the sparse Huber estimator (in the absence of 

privacy constraints), computed via iterative HT. Section 5 demonstrates the proposed methods on 

simulated datasets. The real data analysis, all proofs, and the construction of DP confidence 

intervals are provided in the supplementary material. The used real data and the code for 

implementing our proposed methods are available at the GitHub repository: 

https://github.com/JinyuanChang-Lab/DifferentiallyPrivateHuberRegression. 

Notation. For every integer 1k  , denote by k  the k-dimensional Euclidean space. Let 1u‖‖, 

2u‖‖ and u‖ ‖ denote the 1 -norm, the 2 -norm and the  -norm of the vector u , 

respectively. We denote the (pseudo) 0 -norm of 1( , , )ku u u  as 
0

1

( 0)
k

i

i

u


 u‖‖ 1 , where 

(·)1  is the indicator function. Write 
1

2: { : 1}k k   u u‖‖ , [ ]: {1, , }k k  , and 

2( ) : { : }k kr r  u u‖‖ . For a subset [ ]S k  with cardinality |S| and a -dimensional vectork

ku , we write k

S u  as the vector obtained by setting all entries in u  to 0, except for those 

indexed by S. The inner product of any two vectors 1( , , )ku u u  and 1( , , )kv v v  is 

defined by 
1

,
k

i i

i

u v


  u v . For a symmetric matrix k kA , we denote the smallest and largest 

eigenvalues of A  by min ( ) A  and max ( ) A , respectively. For two sequences of non-negative 

numbers 1{ }n na   and 1{ }n nb  , we say n na b  or n nb a  if there exists a constant 0C   

independent of n such that n na Cb . We write n na b  if n na b  and n nb a  hold 

simultaneously, and n na b  or n nb a  if lim / 0n n
n

a b


 . For a matrix k kA , let A‖ ‖ denote 

the spectral norm of A . For any two matrices A  and B , we write A B  if A B  is positive 

semi-definite. For any x , we write inf{ : }x y y x      and 
21/2 /2( ) (2 ) d

x
ux e u  


   . 

2 Background on Differential Privacy 

Differential privacy was originally introduced to provide a formal framework for data privacy. It 

ensures that a randomized mechanism  produces similar output distributions for datasets X  

and 


X  that differ by only a single data point. Intuitively, this implies that an attacker cannot 

determine whether a particular data point x is included in the dataset X  based on the output of 

the mechanism. The formal definition is given below. 

Definition 1 (Dwork et al. (2006)). 

A randomized mechanism : d  is said to be ( , ) -DP if, for every pair of adjacent 

datasets , X X  that differ in exactly one data point, and for every measurable subset dS 

, it holds that { ( ) } · { ( ) }S e S    X X . 
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In addition to its privacy guarantees, differential privacy is valued for the simplicity and 

versatility in the design of private algorithms. Typically, such algorithms are constructed by 

adding random noise to the output of a non-private algorithm. Among the various types of noise, 

Gaussian and Laplace noise are the most commonly used; see Theorems 3.6 and 3.22 of Dwork 

and Roth (2014). Let  be an algorithm that maps a dataset X  to d . For any 1q  , the q -

sensitivity of  is defined as 
,

sens ( ) sup ( ) ( )q q


 
X X

X X‖ ‖, where the supremum is 

taken over all pairs of datasets X  and 
X  that differ by a single data point. 

Lemma 1 . 

(Gaussian mechanism) Assume sens 2 ( ) B  for some 0B  . Then ( )X g , with 

2~ (0, )dg I  and 1 2log(1.25 / )B  , is ( , ) -DP. 

The construction of multi-step differential private algorithms is further enhanced by the post-

processing property (Dwork and Roth, 2014) and the composition property (Dwork and Roth, 

2014; Kairouz et al., 2017) of differential privacy. The composition property characterizes the 

evolution of privacy parameters under composition. Heuristically, the post-processing property 

ensures that no external entity can undo the privatization. 

Lemma 2 . 

(Post-processing property). Let  be an ( , ) -DP algorithm, and let g be an arbitrary 

deterministic mapping that takes the output of  as an input. Then ( ( ))g X  is also ( , ) -DP. 

Lemma 3 . 

(Standard composition property (Dwork and Roth, 2014)). Let 1  and 2  be 1 1( , ) -DP and 

2 2( , ) -DP algorithms, respectively. The composition 1 2  is 1 2 1 2( , )   -DP. 

Lemma 4 . 

(Advanced composition property (Dwork and Roth, 2014)). If T algorithms are run sequentially, 

each satisfying ( , ) -DP, then for any 0   , the combined procedure is 

( 2 log(1/ ) ( 1), )T T e T      -DP. 

By the standard composition property, if each step of an iterative algorithm is ( / , / )T T -DP, 

then after T iterations, the resulting algorithm will be ( , ) -DP. Moreover, if each step of an 

iterative algorithm is ( 2 /{5 log(2 / )}, / (2 ))T T  -DP, where 

0 1  and  0 0.01,     (1) 
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then, by the advanced composition property (with / 2   ) and a straightforward computation, 

the combined algorithm after T iterations is also ( , ) -DP. 

Wasserman and Zhou (2010) presented a statistical perspective that connects differential privacy 

to hypothesis testing. Briefly, consider the following hypothesis testing problem 

0 1:  the underlying data is  versus :  the underlying data is .H H 
X X  (2) 

Suppose 1x  is the only data point present in X  but not in 
X . Rejecting 0H  would reveal 1x ’s 

absence, while accepting 0H  would confirm its presence. When an ( , ) -DP algorithm  is 

used, the power of any test at significance level   is bounded by min{ ,1 (1 )}e e       . 

When both  and   are small, any  -level test becomes nearly powerless. To address this 

limitation, Dong et al. (2022) introduced the trade-off function to characterize the trade-off 

between Type I and Type II errors. 

Definition 2 (Trade-off function). 

For any two probability distributions  and  on the same space, the trade-off function 

( , ) :[0,1] [0,1]T   is defined as ( , )( ) inf{ : }T       , where ( )   and 

1 ( )    represent the Type I and Type II errors associated with the test  , respectively. 

The infimum is taken over all measurable tests. 

The larger the trade-off function, the more difficult it becomes to distinguish between the two 

distributions via hypothesis testing. Building on trade-off functions, Dong et al. (2022) proposed 

a generalization of differential privacy, referred to as f-DP. With a slight abuse of notation, we 

identify ( )X  and ( )X  with their corresponding probability distributions.  

Definition 3 (f-DP and GDP). 

(i) Let f be a trade-off function. A mechanism  is said to be f-DP if ( ( ), ( ))T f X X  for 

all adjacent data sets , X X  that differ by a single data point. (ii) Let 0 . A mechanism 

 is said to be -Gaussian differentially private ( -GDP) if it is G -DP, where 
1( ) ( (1 ) )G       . 

A mechanism  is ( , ) -DP if and only if it is ,f  -DP, where 

, ( ) max{0,1 , (1 )}f e e           (Wasserman and Zhou, 2010). We refer to Figure 3 in 

Dong et al. (2022) for a visual comparison between (·)G  introduced in Definition 3 and , (·)f  . 

GDP is a core single-parameter family within the f-DP framework, and is defined via testing two 

shifted Gaussian distributions; see Definition 2.6 in Dong et al. (2022). Lemma 5 below extends 

Theorem 1 in Dong et al. (2022) from the univariate to the multivariate setting. 

Lemma 5 . 
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The Gaussian mechanism, 1

2( ) sens ( )·X g  with ~ ( , )dg 0 I , is -GDP. 

Under the GDP framework, the composition of T mechanisms with parameters 1{ }T

t t  yields 

overall -GDP with 2 2

1 T   . This implies that the individual privacy level t  can be set 

to / T . 

3 Differentially Private Huber Regression 

This section introduces algorithms for DP Huber regression in both low- and high-dimensional 

settings. We begin by reviewing non-private Huber regression, accompanied by the required 

notation and relevant background. 

3.1 Huber regression 

Suppose we observe n independent samples 1{( , )}n

i i iy x  satisfying the linear model 

* *

,

1

, [ ],
p

i i i i j j i

j

y x i n  


    x β  (3) 

where 
,1 ,( , , )i i i px x x  is a p-dimensional feature vector with ,1 1ix  , and 

* * *

1( , , ) p

p   β  denotes the unknown true coefficient vector. In the random design 

setting, let 1, , nx x  be independent copies of a random vector px . The noise variable i  

satisfies ( | ) 0i i x  and 
2 2

0( | )i i   x . Under this moment condition, while the OLS 

estimator, obtained by minimizing 2

1

( )
n

i i

i

y


 xβ β , exhibits desirable asymptotic properties 

as n  with p fixed, its finite sample performance, particularly in terms of high-probability 

tail bounds, is suboptimal compared to the case when i  is sub-Gaussian (Catoni, 2012; Sun et 

al., 2020). 

To obtain an estimator that is both asymptotically efficient and exhibits exponential-type 

concentration bounds in finite-sample settings, we employ the robust loss 
2( ) ( / )u u    , 

where : [0, )    is a continuously differentiable convex function, and 0   serves as a 

robustification parameter. Assume that ( ) ( )u u    is Lipschitz continuous, concave, and 

differentiable almost everywhere. We consider the following M-estimator: 

1

1
arg min{ ( ) : ( )}.

p

n

i i

i

y
n

  




   x
β

β β β  (4) 
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Define ( ) ( ) ( / )u u u       for u . Due to the convexity of (·)  and, consequently, of 

(·) , the M-estimator β  can alternatively be characterized as the solution to the first-order 

condition 
1

( )
n

i i i

i

y


  x x 0β . For simplicity, we focus on the Huber loss (Huber, 1964), 

defined as 2( ) ( / 2) (| | 1) (| | 1/ 2) (| | 1)u u u u u     1 1  for u . The associated score function 

is ( ) sign( )min{| |,1}u u u  . To conserve space, we defer the details on Huber regression to 

Section B of the supplementary material. The next section demonstrates the construction of a DP 

Huber estimator in low dimensions. 

3.2 Randomized estimator via noisy gradient descent 

We begin by considering the low-dimensional setting where n p . To compute the M-estimator 

β  defined in (4), one of the most widely used algorithms is gradient descent, which generates 

iterates as follows: 

( 1) ( ) ( ) ( ) ( )0
0

1

( ) ( ) , 0,
n

t t t t t

i i i

i

y t
n

 


 



       x xβ β β β β  

where (0)
β  is an initial estimator and 0 0   is the learning rate. For each 0t  , given the 

previous iterate, the gradient descent update can be viewed as an algorithm that maps the dataset 

1{( , )}n

i i iy x  to p . However, in the case of random features, the sensitivity of this algorithm 

may not be bounded. To address this, we use a clipping function ( ) min{ / ,1}w t t  , 0t  , 

enabling the privatization of gradient descent. 

Motivated by the general concept of noisy gradient descent in the differential privacy literature 

(Avella-Medina et al., 2023), we consider a noisy clipped gradient descent method that 

incorporates the Gaussian mechanism. Let 1T   be a prespecified number of iterations, 0   a 

truncation parameter, and 0   a noise level to be determined. Starting with an initial estimate 
(0)
β , the noisy clipped gradient descent computes updates as follows: 

( 1) ( ) ( )

0 2

1

1
{ ( ) ( ) }, {0} [ 1],

n
t t t

i i i i t

i

y w t T
n

   



       x x x gβ β β ‖ ‖  (5) 

where 0 1 1, , , p

T  g g g  are i.i.d. standard normal random vectors. 

Recall that ( ) sign( )min{| / |,1}u u u    is the derivative of the Huber loss, and it satisfies 

sup | ( ) |
u

u 


 . Therefore, we have 
2 2

( , ) ,

sup ( ) ( )
p py

y w  
  

 
x

x x x
β

β‖ ‖‖‖ , which implies 

that the 2 -sensitivity of each clipped gradient descent step is bounded by 02 / n  . By 

Lemmas 1 and 5, each noisy clipped gradient descent step with noise scales 
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dp gdp

2 1.25 2
· 2log( )    and    ·

T
T T

n n

 
 


   (6) 

is, respectively, ( / , / )T T -DP and ( / )T -GDP. After T iterations, the standard composition 

property implies that the T-th iterate ( )T
β  is either ( , ) -DP or -GDP, depending on the choice 

of the noise scale. The complete algorithm is presented in Algorithm 1. Alternatively, a gradient 

descent step with noise scale 

dp

2 2 5
5 log( ) log( )

2

T
T

n




 
  

ensures ( 2 /{5 log(2 / )}, / (2 ))T T  -DP per iteration. By Lemma 4, the final iterate ( )T
β  is 

( , ) -DP after T iterations, provided that the privacy constraints in (1) are met. In practice, for a 

given triplet ( , , )T  , we choose the configuration that yields the smaller value of dp  between 

the two alternatives. 

Algorithm 1 DP Huber Regression 

Input: Dataset 1{( , )}n

i i iy x , initial value (0)
β , learning rate 0 , number of iterations T, truncation 

level  , robustification parameter  , and privacy parameters ( , ) . 

1: for 0, , 1t T    do  

2: Generate ~ ( , )t pg 0 I  and compute  

( 1) ( ) ( )

0 2

1

1
{ ( ) ( ) },

n
t t t

i i i i t

i

y w
n

   



    x x x gβ β β ‖ ‖  

where 0   is set to either dp  or gdp  specified in (6);  

3: end for  

Output: ( )T
β . 

Remark 1 . 

Algorithm 1 extends and strengthens the ( , ) -DP least squares algorithm (Algorithm 4.1 in Cai 

et al. (2021)) in several important aspects. First, it permits the noise variable in (3) to follow a 

general distribution, which may be non-Gaussian and may exhibit heavy tails or asymmetry; see 

Theorem 1 in Section 4.1. This added flexibility is enabled by the careful choice of  , which 

governs the trade-off among robustness, bias, and privacy. Second, by combining the Huber loss 

with an adaptively selected   and incorporating covariate clipping, the proposed algorithm 

accommodates a much broader range of design and parameter settings, while requiring fewer 
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tuning parameters tied to the underlying data-generating process. This stands in contrast to the 

bounded design and parameter assumptions (D1) and (P1) in Cai et al. (2021). Specifically, these 

assumptions require 2 c xx‖‖  almost surely and *

2 0cβ‖ ‖ , where the constants 0, 0c c x  are 

not only essential for the theoretical analysis but also appear explicitly in the algorithm, 

introducing nontrivial practical constraints. Moreover, the covariate vector x  must have zero 

mean with covariance matrix ( )Σ xx  satisfying 
1 1

min max( ) ( ) ( )pL Lp    Σ Σ  for some 

constant 1L  , which likewise enters the algorithm. 

Remark 2 . 

Algorithm 1 fits within the general framework of DP M-estimation considered in Avella-Medina 

et al. (2023). The key distinction is that, when applied to linear models with heavy-tailed and 

asymmetric errors, the robustification parameter   is no longer a fixed constant. Instead, it is 

chosen as a function of the sample size, dimensionality, privacy level, and noise scale to balance 

bias, tail-robustness and privacy. In Section 4.1, we demonstrate that under certain assumptions, 

achieving an optimal trade-off among bias, robustness, and privacy requires selecting   to be of 

order 
1/(2 )

0 ( / )n p  
 in the case of -GDP. 

Remark 3 . 

Algorithm 1 has the potential to save privacy budget by leveraging privacy amplification 

techniques (Kasiviswanathan et al., 2008; Bassily et al., 2014; Abadi et al., 2016; Feldman et al., 

2018; Wang et al., 2019). However, to ensure a fair and consistent comparison with existing 

methods under similar settings (Cai et al., 2021; Avella-Medina et al., 2023), we have not 

incorporated privacy amplification into the theoretical analysis presented in this work. We leave 

the incorporation of privacy amplification into our theoretical framework as a direction for future 

research. Moreover, we note that the theoretical framework in Feldman et al. (2018) relies on the 

assumption that the underlying feasible set is convex. This assumption is violated in the high-

dimensional setting when applying NoisyHT (see Algorithm 2 in Section 3.3), as the feasible set 

defined by sparsity constraints is inherently non-convex. Developing both theoretical and 

empirical justifications for privacy amplification in non-convex settings remains an open 

challenge and may require fundamentally different analytical techniques. 

Define 1 1

, [ ]: ( )jk

j k p

 

  Ξ Σ ΩΣ  with ( )i iΣ x x  and 
2( )i i iΩ x x . We will show in 

Theorem C.3 in the supplementary material that, under certain conditions, the DP Huber 

estimator is asymptotically normal: 

d
1/2 ( ) *( ) ( ) (0,1)  as   .jj T

j jn n      

To construct confidence intervals, for some 1 0   and 1 0  , we define the private estimators 

of Σ  and Ω , respectively, as 
1 1, 1   Σ Σ E  and 

1 1 1 1

( )
, , , 2( )T

     Ω Ω Eβ , where 1  and 2  

are two noise scale parameters depending on  or ( , ) , and 
p pE  is a symmetric random 

matrix whose upper-triangular and diagonal entries are i.i.d. (0,1) . Here, 
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1
1

1 2

2

1

( )
n

i i i

i

n w 





 Σ x x x‖ ‖ , and 
1 1

1 1

1 2 2
, 2

1

( ) ( ) ( )
n

i i i i i

i

n y w   



 Ω x x x xβ β ‖ ‖ , and their 

sensitivities are given in Section C.4 of the supplementary material. To ensure positive 

definiteness, we further project both 
1 ,Σ  and 

1 1, , Ω  onto the cone of positive definite matrices 

{ : }H H I . Specifically, we obtain 
1 1, ,arg min 



 H IΣ H Σ‖ ‖ and 

1 1 1 1, , , ,arg min   



 H IΩ H Ω‖ ‖ for a sufficiently small constant 0  . Consequently, we take 

1 1 1 1 1 1
1 1

1 1
, , , , , ,, , , [ ]: ( ) ( ) ( )jk

j k p      

  
 

  Ξ Σ Ω Σ  (7) 

as a private estimator of Ξ . The privacy guarantee and statistical consistency of 1 1, , Ξ , as well 

as the theoretical requirements for 1  and 1 , are established in Section C.4 of the supplementary 

material. For any (0,1) , we construct the 100(1 )%  confidence interval of *

j  as 

1 1

( ) 1/2

/2 , ,( ) /T jj

j z n     , where /2z  denotes the (1 / 2) -th quantile of (0,1) . 

3.3 Noisy iterative hard thresholding for sparse Huber regression 

In this section, we consider the high-dimensional setting, where * pβ  in (3) is sparse with 
*

0 min{ , }n pβ‖ ‖ . A common approach to induce sparsity is 1 -penalization, which is well-

known for its computational efficiency and desirable theoretical properties. For sparse least 

absolute deviation (LAD) regression, that is, quantile regression with 1/ 2  , Liu et al. (2024) 

proposed a private estimator by reformulating the sparse LAD problem as a penalized least 

squares estimation and adopting a three-stage noise injection mechanism to ensure ( , ) -DP. 

However, the convergence rate of this private estimator is suboptimal, as it scales with p . 

From a different perspective, Cai et al. (2021) proposed a noisy variant of the iterative HT 

algorithm (Blumensath and Davies, 2009; Jain et al., 2014) for least squares regression and 

established its statistical (near-)optimality for sparse linear models with Gaussian errors. Instead 

of relying on soft thresholding as in Liu et al. (2024), which is closely associated with 1 -

penalization, a key step in Cai et al. (2021) is the adoption of the ‘peeling’ procedure from 

Dwork et al. (2021); see Algorithm 2 below. To emphasize its connection to HT, we refer to it as 

NoisyHT throughout the remainder of this paper. This method involves adding independent 

Laplace random variables to the absolute values of the entries in a given vector and then 

selecting the top s largest coordinates from the resulting vector. As demonstrated by Lemma D.1 

in the supplementary material, when 0 0.5  , 0 0.011   and 10s  , Algorithm 2 is an 

( , ) -DP algorithm if the involved parameter   satisfies ( ) ( ) 

 v Z v Z‖ ‖  for every pair of 

adjacent datasets Z  and 


Z . 
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Algorithm 2 NoisyHT ( , , , , , )s  v Z  Algorithm (Dwork et al., 2021)  

Input: Dataset Z , vector-valued function 
1( ) ( , , ) p

pv v   v v Z , sparsity level s, privacy 

parameters ( , ) , and noise scale  . 

1: Initialize S  ;  

2: for [ ]i s  do  

3: Generate 
,1 ,( , , ) p

i i i pw w  w  with 
i.i.d.

,1 ,, , ~i i pw w  Laplace 1(2 5 log(1/ ))s  ;  

4: Append *

[ ] ,argmax (| | )j p S j i jj v w   to S;  

5: end for  

6: Set ( )s SP v v ;  

7: Generate 1( , , ) p

pw w  w  with 
i.i.d.

1, , ~pw w  Laplace 1(2 5 log(1/ ))s  ;  

Output: ( ) p
SsP  v w . 

In high-dimensional settings, the noisy clipped gradient decent step involves calculating the 

intermediate update and the noisy update sequentially. The intermediate update involving clipped 

gradients is defined as 

( 1) ( ) ( )0

1

( ) ( ), {0} [ 1].
n

t t t

i i i i

i

y w t T
n

 










      x x xβ β β ‖ ‖  (8) 

The noisy update ( 1)t
β  is then obtained by using 

( 1)t

β  from (8) as the input to Algorithm 2. Due 

to sup | ( ) |
u

u 


 , we know 
( , ) ,

sup ( ) ( )
p py

y w   
  

 
x

x x x
β

β‖ ‖‖ ‖ , which implies the  -

sensitivity of the procedure for calculating the intermediate update is bounded by 02 / n  . By 

setting the privacy parameters to ( / , / )T T  and choosing the noise scale as 02 / n    in 

Algorithm 2, Lemma D.1 in the supplementary material indicates that each noisy clipped 

gradient descent step is ( / , / )T T -DP. After T iterations, the standard composition property 

(Lemma 3) implies that the T-th iterate ( )T
β  is ( , ) -DP. The complete algorithm is presented in 

Algorithm 3. Alternatively, by setting the privacy parameters to ( 2 /{5 log(2 / )}, / (2 ))T T   

and choosing the noise scale as 02 / n    in Algorithm 2, Lemma D.1 and the advanced 

composition property (Lemma 4) imply that the T-th iterate ( )T
β  is also ( , ) -DP, provided that 

the privacy constraints (1) hold. In the practical implementation, the choice of privacy 

parameters is guided by which configuration results in a smaller scale of the Laplace random 

variables injected in NoisyHT. 
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Algorithm 3 DP Sparse Huber Regression 

Input: Dataset 1{( , )}n

i i iy x , learning rate 0 , number of iterations T, truncation parameter  , 

robustification parameter  , privacy parameters ( , ) , sparsity level s, and initial value (0)
β . 

1: for 0, , 1t T    do  

2: Compute  

( 1) ( ) ( )0

1

( 1)( 1)

1 0

  ( ) ( ),

 NoisyHT( ,{( , )} , , / , / , 2 / ).

n
t t t

i i i i

i

tt n

i i i

y w
n

y s T T n

 




  











  



 x x x

x

β β β

β β

‖ ‖
 

3: end for  

Output: ( )T
β . 

Remark 4 . 

Algorithm 3 integrates a noisy gradient-based descent method with Huber regression to 

simultaneously ensure differential privacy and robustness against heavy-tailed errors, provided 

that   is properly tuned, as discussed in Section 4. It is applicable to a broader class of random 

features, including those following a normal distribution. Since the Huber loss has a bounded 

derivative, the residuals are truncated by the function (·) , eliminating the need to truncate the 

response variables. In practice, truncating the response variable can be problematic, particularly 

when it is positive and follows a right-skewed distribution, such as wages or prices. In contrast, 

residuals are expected to fluctuate around zero, making their truncation more reasonable. 

4 Statistical Analysis of Private Huber Regression 

For the theoretical analysis, we impose the following assumptions on the distributions of the 

random covariates and errors under the linear model (3). 

Assumption 1 . 

For each [ ]i n , the random covariate vector ,1 ,( , , )i i i px x x  with ,1 1ix   satisfies: (i) 

,( ) 0i jx   for [ ] {1}j p , and (ii) 
21/2 /2

1(| , | ) 2 z

i z e    u Σ x  for all 1pu  and 0z  , 

where 1 1   is a dimension-free constant and ( )i iΣ x x . Moreover, there exist constants 

1 0p    such that min max 1( ) ( )p     Σ Σ . 
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Assumption 2 . 

The regression errors 1{ }n

i i   are independent random variables satisfying ( | ) 0i i x  and 

2 2

0( | )i i x  almost surely. Moreover, 
2 2(| | | )i i

 

  x  almost surely for some 0   and 

0     . 

Assumption 1 imposes a sub-Gaussian condition on the random covariates, generalizing the 

standard one-dimensional sub-Gaussian assumption to random vectors. This condition also 

complements the bounded design assumptions (D1) and (D1 ) in Cai et al. (2021). Various types 

of random vectors fulfill this assumption, for example: (i) Gaussian and Bernoulli random 

vectors, (ii) random vectors uniformly distributed on the Euclidean sphere or ball centered at the 

origin with radius p , and (iii) random vectors uniformly distributed on the unit cube [ 1,1]p . 

For more detailed discussions of high-dimensional sub-Gaussian distributions, including discrete 

cases, we refer to Chapter 3.4 in Vershynin (2018). Let 
1

1/2 4

4 sup ( , )
p

i






  
u

Σ x u , which serves 

as an upper bound on the kurtoses of all marginal projections of the normalized covariate 

vectors. It can be shown that 4

4 1C   for some absolute constant 1C  . Assumption 2 relaxes 

the Gaussian error condition (4.1) in Cai et al. (2021) by allowing for heavy-tailed error 

distributions, such as the t -distribution with 2  , the centered lognormal distribution, and the 

centered Pareto distribution with shape parameter greater than 2. Our theoretical results show 

that finite conditional second moment condition (i.e., 0  ) suffices for coefficient estimation 

(see Theorems 1 and 2), while the stronger moment condition 0   is required only for inference 

(see Theorem C.3 in the supplementary material). Given a dataset 1{( , )}n

i i iy x  satisfying 

Assumptions 1 and 2, recall 

2 2

1

1
( ) ( )   with   ( ) (| | ) ( | | ) (| | )

2 2

n

i i

i

u
y u u u u

n
  


    



       xβ β 1 1  

denotes the empirical Huber loss. In the following analysis, all constants depending on 

1 1 4( , , , )p     are absorbed into the notation , , and . 

4.1 Low-dimensional setting 

In this section, we establish the statistical properties of the DP Huber estimator ( )T
β  as defined 

in Algorithm 1. As a benchmark, let arg min ( )p  


β
β β  denote the non-private Huber 

estimator in the low-dimensional setting. Given an initial estimate (0)
β , the statistical analysis of 

the noisy clipped gradient descent iterates 
( )

1{ }t T

tβ  relies heavily on the properties of the 

empirical Huber loss (·) , including its local strong convexity and global smoothness. The key 

observation is that the Huber loss ( )u  is strongly convex only when | |u  , with its second-

order derivative ( ) 1u
   in this region. Our analysis consists of two parts. First, we establish 
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that, by conditioning on a series of ‘good events’ associated with the empirical Huber loss, the 

noisy clipped gradient descent iterates exhibit favorable convergence properties. Second, we 

prove that these good events occur with high probability under Assumptions 1 and 2. Due to 

space limitations, intermediate results that hold conditioned on good events are provided in the 

supplementary material. 

Given that the initial value (0)
β  lies within a neighborhood of the non-private Huber estimator 

β , Theorem 1 below establishes a high-probability bound for ( ) *

2

T β β‖ ‖. 

Theorem 1 . 

Let Assumptions 1 and 2 hold. Assume that (0)

0( )p r β β  for some 0r   , and that the 

learning rate satisfies 0 1/ (2 )    for some (0,1] . Moreover, let logp n  , 
1

0 0log{ ( ) }T r n p 
, and 

1 1/(2 )

0{ ( log ) }n p n      for some 0 0  . Then, if the noise scale 

  defined in (6) satisfies 
0log logp T n r   , the DP Huber estimator ( )T

β  obtained in 

Algorithm 1 satisfies 

( )
2

*
2

( ) * 0
2

2 1 (1 )/(2 )

0 0 0

  log

log log
max{ , }( )

T

T p
p n

n

p n p n

n n





   






   



    



  

 
 

β β

β β

β β

‖ ‖

‖ ‖

‖ ‖

 

with probability at least 11 Cn , provided that 
0 , ( log )n C p n

   , where 
0 ,C

   is a positive 

constant depending only on ( 0 ,   ). 

The selection of robustification parameter   in Theorem 1 is intended to balance bias and 

robustness, while accounting for the effective sample size n . See the proof of Proposition C.1 in 

Section C.3.4 of the supplementary material for details. The initial condition (0)

0( )p r β β  

in Theorem 1 is not restrictive. As shown in Theorem C.2 of the supplementary material, for any 

initial point (0)
β  satisfying (0)

2 0r β β‖ ‖ , we have 0( )

2 0

T
r β β‖ ‖  with high probability for 

some 0T  , provided that the sample size n is sufficiently large. Moreover, since log( )T n  

and each iteration in Algorithm 1 incurs a computational cost of ( )O np , the total complexity of 

Algorithm 1 is { log( )}O np n . 

Let 0 0   in Theorem 1. The robustification parameter   is then required to satisfy 
1 1/(2 )

0{ ( log ) }n p n     . Based on Theorem 1, we now present the final convergence 
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guarantees for the DP Huber estimator ( )T
β  obtained from Algorithm 1, under different choices 

of the noise scale   as specified in (6). The results are summarized as follows: 

(i) ( -GDP) As long as ( log )n T p n , the -GDP Huber estimator ( )T
β  obtained in 

Algorithm 1 by setting gdp   satisfies, with probability at least 11 Cn , that  

( ) * 2 (1 )/(2 )

2 0 0

0

log log
{( ) }( ) .T p n p n

T
n n

   


   
  β β‖ ‖  (9) 

(ii) ( ( , ) -DP) As long as ( log ) log( / )n T p n T  , the ( , ) -DP Huber estimator ( )T
β  

obtained in Algorithm 1 by setting dp   satisfies, with probability at least 11 Cn ,  

( ) * 2 (1 )/(2 )

2 0 0

0

log log
  {( ) log( )}( ) .T T p n p n

T
n n

   
 

   
  β β‖ ‖  (10) 

In the error bounds (9) and (10), the second term reflects the convergence of the non-private 

Huber estimator β , while the first term represents the privacy cost. Notably, n  can be 

interpreted as the effective sample size under privacy constraints, and the choice of   is 

influenced by this effective sample size. For normally distributed errors, Cai et al. (2021) 

established a minimax lower bound for ( , ) -DP estimation of *
β  under 2 -risk. The lower 

bound is of order 
1 1

0{ ( ) }pn p n    when (0,1)  and 1n     for some fixed constant 

0  . In comparison, the slower term 1 1 1/(2 ){ ( ) }p n    , ignoring logarithmic factors, in (9) and 

(10) explicitly captures the combined influence of heavy-tailedness and privacy. 

Remark 5 . 

Another notable implication of our results is that DP Huber regression achieves a near-optimal 

convergence rate for sub-Gaussian errors. In addition to Assumption 1, assume that the 

regression error i  satisfies 
2 2
0 /2

( | )i

ie e
  

x  for all  . In this case, we instead choose 

1

0 log{ ( log ) }n p n   . The 2 -error of the resulting -GDP Huber estimator is, up to 

constant factors, upper bounded by 

0 0

log log
· log( )

log

p n n p n
T

n p n n
 

 



 

with probability at least 11 Cn  as long as ( log )n T p n . Compared to Theorem 4.2 in 

Cai et al. (2021), the above results hold without requiring (i) 
*

2 0cβ‖ ‖  for some constant 0 0c   

that appears in Algorithm 4.1 and Theorem 4.2 of Cai et al. (2021), and (ii) 2i c xx‖ ‖  with 
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probability one for some dimension-free constant cx . Moreover, the sample size requirement is 

relaxed from 3/2n p  to n p , ignoring logarithmic factors. 

4.2 High-dimensional setting 

In this section, we establish the statistical properties of the sparse DP Huber estimator ( )T
β  as 

defined in Algorithm 3. Compared to the low-dimensional setting, the sparsity level s is 

prespecified to perform HT on the high-dimensional gradient vector after the injection of 

Laplace noises. Analogous to the low-dimensional case, our analysis proceeds in two parts. First, 

we establish that by conditioning on a series of ‘good events’ associated with the empirical 

Huber loss, the noisy clipped gradient descent iterates exhibit favorable convergence properties. 

Second, we prove that these good events occur with high probability under Assumptions 1 and 2. 

All intermediate results that hold conditionally on the good events are provided in the 

supplementary material. 

Let 0( ) : { : }ps s  β β‖ ‖  denote the set of s-sparse vectors in p , and let 
*

2( ) { : }pr r    β β β‖ ‖  be the ball of radius r centered at *
β . Theorem 2 below provides 

a high-probability bound for 
( ) *

2

T β β‖ ‖, given that the initial value (0)
β  lies within some 

neighborhood of *
β . 

Theorem 2 . 

Let Assumptions 1 and 2 hold. Assume that 
(0)

0( ) ( )s r β  for some 0 016r   , and the 

learning rate satisfies 0 1/ (2 )    for some (0,1) . Moreover, let log( )pn  and 
1

0 0log{ ( log ) }T r n p 
. Write 

* *

0:s  β‖ ‖. Then, the sparse DP Huber estimator ( )T
β  obtained 

from Algorithm 3 satisfies 

2
( ) *

2 01

3/2

0
,1

log( / ) log log( / ) log
 

log {log( )}
  log( )

T

r

s ep s n s ep s n

n n

p sT pn T
C

n n










 



 







 
  

 

β β‖ ‖

 

with probability at least 11 Cn , provided that * 2 2

1max{192(1 )(8 / ) ,16 / (1 )}ps s        , 

0r r , and 
3/2

,2 {log( )} log( / )n C sT pn T  , where ,1C  and ,2C  are two positive constants 

depending only on  . 

By setting 
1/(2 ) 1/(2 )

0 ( ) { log( / ) log }n s ep s n      , Theorem 2 implies that as long as 

3/2{log( )} log( / )n sT pn T  , the sparse DP Huber estimator ( )T
β  satisfies, with probability 

at least 11 Cn , that 
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2
( ) * (1 )/(2 ) 3/2

2 1

0

0

log( / ) log
  { } {log( )} log( )

log( / ) log
.

T s ep s n T
pn T

n

s ep s n

n


 





 




 









β β‖ ‖

 (11) 

In the estimation error bound given by (4.2), the second term represents the convergence rate of 

the non-private Huber estimator, while the first term accounts for the privacy cost, influenced by 

a carefully chosen robustification parameter  . The robustification parameter   is specifically 

chosen based on the effective sample size n , along with the intrinsic dimensionality and noise 

level. This selection aims to achieve a balance among robustness, bias, and privacy. For normally 

distributed errors, Cai et al. (2021) derived a minimax lower bound for ( , ) -DP estimation of 
*
β  under 2 -risk in the high dimensions. The lower bound is of the order 

* 1 * 1

0{ log ( ) log }s n p s n p   , which holds under the conditions (0,1) , * 1s p  , and 

1n     for some fixed constant 0  . In contrast, the slower term 1 1 1/(2 ){ ( ) log }s n p     

(ignoring logarithmic factors) in (4.2) highlights the joint effects of heavy-tailedness and privacy 

considerations more explicitly. Moreover, each iteration in Algorithm 3 consists of an 

intermediate update with complexity ( )O np  and a noisy update (NoisyHT) with complexity 

( )O ps . Since s n  and log( )T n , the overall complexity for Algorithm 3 is { log( )}O np n . 

Remark 6 . 

The result in (4.2) shows that the sparse ( , ) -DP Huber estimator achieves a near-optimal 

convergence rate for sub-Gaussian errors in high dimensions. Similar to Remark 5, assume that 

the regression error i  is sub-Gaussian, satisfying 
2 2
0 /2

( | )i

ie e
  

x  for all  . In this case, 

we set the robustification parameter as 

0 log{ }.
log( / ) log

n

s ep s n
 


 

The 2 -error of the resulting sparse DP Huber estimator ( )T
β  obtained in Algorithm 3, up to 

constant and logarithmic factors, is upper bounded by 

0 0

log( / ) log log( / ) logs ep s n s ep s n

n n
 

 
  

with probability at least 11 Cn , provided that 3/2{log( )} log( / )n sT pn T  . Compared to 

Theorem 4.4 in Cai et al. (2021), our results do not require the following assumptions: (i) 
*

2 0cβ‖ ‖  for some constant 0 0c  , which is needed by Algorithm 4.2 and Theorem 4.4 of Cai 

et al. (2021), and (ii) ,| | i II c xx‖ ‖  with probability one for all subsets [ ]I p  with | |I n , 
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where cx  is a dimension-free constant. Additionally, we relax the sample size requirement from 
* 3/2( )n s  to *n s , up to logarithmic factors.  

We have analyzed the trade-offs among bias, privacy, and robustness in ( )T
β , and compared 

Algorithm 3 with the privatized OLS method proposed by Cai et al. (2021) under sub-Gaussian 

noise conditions. Our analysis shows that when i  follows a sub-Gaussian distribution, the 

estimator obtained from Algorithm 3 achieves a near-optimal convergence rate, while requiring 

less restrictive sample size conditions and accommodating broader classes of *
β  and ix , all 

while maintaining differential privacy guarantees. We now examine the statistical convergence 

of Algorithm 3 in a non-private setting. Let 
( )˘ T

β  be the non-private sparse Huber estimator 

obtained from Algorithm 3 by eliminating the noise terms 1, , ,
tt t

sw w w  for all iterations. 

Corollary 1, which is of independent interest, establishes the convergence rate of 
( )˘ T

β  under 

conditions similar to those in Theorem 2. The proof of Corollary 1 follows closely that of 

Theorem 2, with the noise terms 
1

1 0{ , , , }
tt t T

s t



w w w  set to zero. 

Corollary 1 . 

Assume that 
(0)

0( ) ( )s r β  for some 0 0r  , and the learning rate satisfies 0 1/ (2 )    for 

some (0,1) . Then, with 
1/(2 ) 1/(2 )

0 { log( / ) log }n s ep s n      , 0r  , and 

log( / log )T n p , the non-private sparse Huber estimator 
( )˘ T

β  satisfies 

( )˘
*

2 0

log( / ) log
T

s ep s n

n



β β‖ ‖  

with probability at least 11 Cn , provided that log logn s p n  and *s s . 

5 Numerical Studies 

In this section, we conduct simulation studies to evaluate the numerical performance of the DP 

Huber regression in both low- and high-dimensional settings. The data 1{( , )}n

i i iy x  are generated 

from the linear model *

i i iy b x β , where , 1(1, )i i x x  and 1

, 1

p

i



 x  follows a 

distribution that varies across different settings. The noise variables i  are i.i.d. and follow either 

a standard normal distribution (0,1)  or a heavy-tailed 2.25t  distribution; the constant b 

determines the noise scale. The construction of *
β  differs across scenarios. In the low-

dimensional case, each component of *
β  is independently set to a or a  with equal probability. 

In the high-dimensional setting, only the first *s  entries are generated in the same manner and 

the remaining *p s  components are set to zero. The signal-to-noise ratio (SNR) is defined as 
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*Var( ) /{ Var( )}i ib x β . For a fixed design distribution and noise law, larger values of 2 /a b  

correspond to higher SNR. 

5.1 Selection of tuning parameters 

Recognizing that Algorithms 1 and 3 both rely on a sequence of tuning parameters, we begin by 

outlining the selection principles adopted in our implementation, as these choices are essential 

for practical performance and reproducibility. Although our theory permits a broad class of 

initial values (0)
β  satisfying (0) *

2 0r β β‖ ‖  for some 0 0r   that may even diverge with n, our 

numerical studies, especially in high-dimensional settings, show that a well-chosen initialization 

can markedly improve finite-sample behavior. Motivated by Liu et al. (2024), we therefore use, 

in both low- and high-dimensional scenarios, a private initial estimator obtained by solving a 

ridge-penalized Huber regression followed by output perturbation. Additional details on this 

private initialization are provided below. Throughout this section, we fix 1.110n   and present 

tuning choices under the ( , ) -DP framework. The corresponding rules for -GDP, along with 

proofs of the privacy guarantee for the initialization step, are deferred to Section F of the 

supplementary material. 

5.1.1 Selection of tuning parameters in Algorithm 1  

We choose the initial value (0)
β  in a data-dependent manner. To ensure that the overall 

procedure remains ( , ) -DP, we divide the privacy budget between the initialization step and 

Algorithm 1, which we denote by init init( , )  and main main( , ) , respectively. Specifically, we set 

init main / 5 / 6   and init main / 5 / 6    . 

Initialization of (0)
β . We estimate (0)

β  by solving a ridge-penalized Huber regression with row-

wise clipping: 

0

(0)
20
2

1

1
arg min{ ( ) },

2p

n

ii

i

y
n









   x
β

β β β‖ ‖  (12) 

where 0 0.2   and , 1(1, )i i x x  with , 1 , 1 , 1 2min{ / (6 ),1}i i ip  x x x‖ ‖ . For this initialization 

step, the privacy parameters are allocated as init( / 4,0)  for selecting 0  and init init(3 / 4, )  for 

the output perturbation. 

• Selection of 0 . For each [ ]i n , define min{log ,max{ log , }}i iy n n y  . Let 

1

1 1

1

n

i

i

m n y w



   and 1 2

2 2

1

n

i

i

m n y w



  , with 
1

1 init~ Laplace(16( ) log )w n n
 and 

1 2

2 init~ Laplace(8( ) (log ) )w n n
. Set 0  as 2

2 1m m  if 
2

2 1 0m m   and 2 otherwise.  
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• Output perturbation. Let 1

0 init 0 init8 (3 ) 2log(1.25 / )B n     and 1 / 36B p  . We then 

set 
(0)

(0) · ( , )p  0 Iβ β .  

Selection of other parameters. We set 0 0.2  , 0.5 logp n   , and 2logT n    . Recall 

that the optimal choice of   satisfies 1 1/2

0{ ( log ) }n p n    (here we fix 0   for simplicity). 

We then set 1

00.04 ( log )n p n    , where 0  defined in (12) serves as a rough upper bound 

for 0 . 

5.1.2 Selection of tuning parameters in Algorithm 3  

Similar to Section 5.1.1, we divide the overall privacy budget between the initialization step and 

Algorithm 3, using init init( , )  for initialization and main main( , )  for the main algorithm. We set 

init main2 2 / 3   and init main / 2    , which ensures that the resulting estimator satisfies the 

desired ( , ) -DP guarantee. 

Initialization of (0)
β . In high-dimensional sparse models, only the covariates corresponding to 

the true support of *
β  carry meaningful signal. Guided by this observation, we construct the 

initial estimator (0)
β  in two stages. First, we obtain a DP estimate of the support using a clipped 

gradient procedure. Second, conditional on the selected support, we compute a private initial 

estimator restricted to that subset of covariates. To ensure privacy, we allocate the budget for 

these two components as init( / 2,0)  for the support recovery step and init init( / 2, )  for 

subsequent private estimation step. 

• Support recovery. For each {2, , }j p  , define , ,i j i i ju y x . Set 1

,

1

| |
n

j i j

i

g n u



  , 

, , ,min{ log( ) / | |,1}i j i j i ju u pn u , with the convention , 0i ju   when , 0i ju  . Let 0 1s s  . We 

then apply the Report Noisy Max procedure (Dwork and Roth, 2014, Claim 3.9) to 2( , , )pg g  

in a peeling scheme: run it 0s  times, each time adding independent Laplace noise 

0 initLaplace(2 / )s   with 12 log( )n pn  , and select the top- 0s  indices without replacement. 

This yields the support 
0

0 (1) ( )( , , )sj j  .  

• Initialize (0)
β . We first obtain an init init( / 2, ) -DP estimator initβ  by applying the initialization 

procedure described in Section 5.1.1 to 1,
{( , )}n

i ii
y x , where 0{1}  . We then embed this 

estimator into (0) pβ  by setting 
(0)

init
β β  and 

(0)

[ ]p
 0β .  
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Selection of other parameters. We set 0.5 log( )pn  , take 2logT n    , and choose the 

working sparsity level as *1.2s s    . The learning rate is fixed at 0 0.01  . Recall that the 

optimal order of the robustification parameter satisfies 
1 1/2

0{ ( log log ) }n s p n    (here we 

fix 0   for simplicity). We then set 1

00.04 ( log log )n s p n    , where the choice of 0  is 

described in Section 5.1.1; consistent with the low-dimensional procedure, this same quantity is 

also used in constructing the initial estimator (0)
β . 

5.2 Low-dimensional setting 

In the low-dimensional setting, each entry of , 1i x  is independently drawn from either (0,1)  or 

Uniform( 3, 3) . The signal and noise scale parameters a and b take values in {0.5,1,2}. As a 

benchmark, we consider the non-private Huber estimator obtained by running Algorithm 1 

without initialization, clipping, and noise injection. For this estimator, we set 0 0.5  , 

2logT n    , and update the robustification parameter according to 1

0
ˆ0.2 ( log )n p n    , 

where 2 1 2

0

1

ˆ ( )
n

i

i

n y y 



   with 1

1

n

i

i

y n y



  . 

We set the dimension {5,10,20}p  and let the sample size n range from 2500 to 10000 to 

examine how the relative 2 -error, * *

2 2/


β β β‖ ‖ ‖ ‖, varies with both dimension and sample 

size. All results are computed over 300 repetitions, and 


β  denotes the estimator being evaluated. 

We first investigate the effect of the initialization scheme on the accuracy of the ( , ) -DP 

estimator using the relative 2 -error across different sample sizes; see Figure 1. Figure 2 further 

compares the ( , ) -DP Huber estimators at multiple privacy levels with the non-private Huber 

estimator. As expected, weaker privacy protection (large ) yields improved estimation 

accuracy. In addition, when the dimension is fixed at 10p  , Table 1 shows that the estimation 

error of the ( , ) -DP Huber estimator decreases as the SNR increases. Additional results at 

{5,20}p , along with finite-sample performance of the -GDP Huber estimators, are given in 

supplementary material (see Tables S3, S4 and S6–S8). 

Next, we compare the coverage performance of the privatized confidence intervals (CIs) 

introduced in Section 3.2 with both their non-private counterparts and the private bootstrap 

procedure described in Algorithm 2 of Ferrando et al. (2022) 
1
 , for which the required data 

ranges are calibrated using the empirical maxima of each simulated dataset. The parameters 

1 1( , )   used to construct 1 1, , Ξ  in (7) are set as 1 0.5 logp n    and 

1

1 00.95 ( log )n p n    , where 0  is selected according to Section 5.1.1. The pair 

2 1 2 2 1

1 2 1 1 1( , ) (2 ( ) 2log(1.25 / ),2 ( ) 2log(1.25 / ))n n         
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follows from Lemma C.8 in the supplementary material. We allocate the total privacy budget 

( , )  across the initialization, main estimation, and inference steps as init init( , ) , main main( , ) , 

and infer infer( , ) , respectively, with init infer main / 4 / 6   , and the same proportions applied 

to  . The comparison results for the setting ( , , , ) (10000,5,1,1)n p a b   are reported in Table 2 . 

All methods achieve nominal coverage across a range of covariate designs and noise 

distributions. Notably, under heavy-tailed noise, the privatized CIs are substantially shorter than 

the private bootstrap intervals of Ferrando et al. (2022). 

5.3 High-dimensional setting 

In the high-dimensional setting, the covariate vectors , 1i x  are independently generated from 

( , )0 Ψ , where the covariance matrix , , [ 1]( )j k j k p  Ψ  with | |

, 0.1 j k

j k

  . We set 1a b   

and * 10s  . As a benchmark, we consider the non-private sparse Huber estimator, Algorithm 3 

run without initialization, clipping, and noise injection. For this estimator, we take 0 0.2  , 

2logT n    , and *1.2s s    , and update the robustification parameter according to 

1

0
ˆ0.1 ( log log )n s p n    , where 2 1 2

0

1

ˆ ( )
n

i

i

n y y 



  . 

Figure 3 displays the logarithmic relative 2 -error as a function of the sample size for both the 

( , ) -DP and non-private sparse Huber estimators, with 10000p   and {0.5,0.9} . An 

additional plot for 5000p   is provided in the supplementary material (see Figure S3). 

To assess robustness under heavy-tailed noise, we also implement the sparse DP least squares 

estimator (sparse DP LS) following Algorithm 4.2 of Cai et al. (2021). Because their method is 

designed for models with zero-mean covariates and no intercept, we restrict attention to the DP 

estimation of the slope coefficients. Accordingly, we center both the response variables and the 

covariates before applying Algorithm 4.2 of Cai et al. (2021). In addition to 
(0)

0( , , , )s T β , the 

algorithm requires three extra tuning parameters: the truncation level R, the feasibility parameter 

0c , and the noise scale B. As specified in Theorem 4.4 of Cai et al. (2021), we set 

2logRR C n  with 2  , {0.1,0.5,1}RC  , 
*

0 1.01c s , 
04( ) /B R c c c s  x x

, and 

0.5 log( )c pnx
. The results for 10000p   and {5000,10000,15000}n  are summarized in 

Table 3 . The proposed sparse DP Huber estimator achieves substantially higher statistical 

accuracy than the sparse DP LS method, while also requiring far less tuning. Moreover, under 

sub-Gaussian errors, it attains the same privacy level with a smaller noise scale than the sparse 

DP LS estimator. Additional results for 5000p   are provided in the supplementary material 

(see Table S5). 
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Supplementary Materials 

Appendix A presents the real-data analysis. Appendix B provides a brief review of adaptive 

Huber regression. Appendices C-E collect the technical proofs of all main theoretical results. 

Appendix F presents formal privacy guarantees for the initialization strategy, along with 

additional simulation studies for ( , ) -DP Huber estimators and -GDP Huber estimators. 
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Figure 1: Plots of the average logarithmic relative 2 -error over 300 repetitions as a function of 

the sample size under different design settings. The top two panels correspond to Gaussian 

covariates, and the bottom two panels to uniform covariates, with 0.9 , 10p  , 2a  , and 

0.5b  . The noise distribution is either (0,1)  or 2.25t . 
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Figure 2: Boxplots of the logarithmic relative 2 -error, based on 300 repetitions, across three 

sample sizes under four design settings. The top two panels correspond to Gaussian covariates, 

and the bottom two to uniform covariates, with 10p  , 2a  , and 0.5b  . The noise 

distribution is either (0,1)  or 2.25t . 

 

Figure 3: Boxplots of the logarithmic relative 2 -error over 300 repetitions for private and non-

private sparse Huber estimators across sample sizes, with 10000p   and * 10s  . 
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Table 1: Average logarithmic relative 2 -error over 300 repetitions for the ( , ) -DP Huber 

estimators under various combinations of ( , , , )a b n , with 10p  . 
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4.536
  

 

2.409
  

 

2.707
  

 

3.027
  

 
2  

25

00  

 

4.317
  

 

0.230
  

 

1.134
  

 

2.175
  

 

3.650
  

 

0.153
  

 

0.998
  

 

2.023
  

 

4.296
  

 

0.206
  

 

1.081
  

 

2.239
  

 

3.649
  

 

0.163
  

 

0.966
  

 

2.070
  

  

50

00  

 

4.648
  

 

1.448
  

 

2.295
  

 

2.785
  

 

3.924
  

 

1.290
  

 

2.158
  

 

2.661
  

 

4.659
  

 

1.488
  

 

2.337
  

 

2.794
  

 

3.940
  

 

1.311
  

 

2.168
  

 

2.653
  

  

10

00

0  

 

5.003
  

 

2.388
  

 

2.742
  

 

3.074
  

 

4.223
  

 

2.253
  

 

2.627
  

 

2.971
  

 

4.985
  

 

2.413
  

 

2.748
  

 

3.075
  

 

4.218
  

 

2.315
  

 

2.645
  

 

2.981
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Table 2: Empirical coverage and interval widths (with standard deviations) of the 100(1 )%  

CIs for *
β , constructed using the ( , ) -DP Huber estimator, its non-private counterpart, and the 

private bootstrap method. Results are reported for 10000n  , 5p  , 0.5 , and 1a b  . 

  
Gaussian design  Uniform design  

  
 (0,1)  noise  2.25t  noise .  (0,1)  noise  2.25t  noise . 

 

    

cover

age  
width (sd)  

cover

age  
width (sd)  

cover

age  
width (sd)  

cover

age  
width (sd)  

0.

05  

privat

e  
0.942  

 

0.352 (0.009)

  

0.943  

 

0.430 (0.017)

  

0.941  

 

0.349 (0.005)

  

0.938  

 

0.421 (0.007)

  

 

non-

privat

e  
0.954  

 

   0.039 ( 0.001)

  

0.953  

 

   0.080 ( 0.001)

  

0.949  

 

   0.039 ( 0.001)

  

0.952  

 

   0.080 ( 0.001)

  

 

bootst

rap  
0.935  

 

0.557 (0.001)

  

0.949  

 

1.827 (0.011)

  

0.949  

 

   0.101 ( 0.001)

  

0.941  

 

0.693 (0.001)

  

0.

1  

privat

e  
0.909  

 

0.296 (0.008)

  

0.916  

 

0.361 (0.015)

  

0.905  

 

0.293 (0.004)

  

0.912  

 

0.354 (0.005)

  

 

non-

privat

e  
0.903  

 

   0.033 ( 0.001)

  

0.896  

 

   0.067 ( 0.001)

  

0.889  

 

   0.033 ( 0.001)

  

0.897  

 

   0.067 ( 0.001)

  

 

bootst

rap  
0.882  

 

0.453 (0.001)

  

0.891  

 

1.434 (0.004)

  

0.899  

 

   0.083 ( 0.001)

  

0.899  

 

0.540 (0.002)
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Table 3: Average logarithmic relative 2 -error (for slope coefficients) over 300 repetitions 

across sample sizes, with privacy levels 1.1(0.5,10 )n  and 10000p  . 

Noise  n  non-private sparse Huber  sparse DP Huber  

sparse DP LS  

 0.1RC     0.5RC     1RC    

 (0,1)   5000   2.671    0.063   0.066  0.107  0.164  

 
10000   3.327    1.337    0.079   0.046  0.084  

 
15000   3.665    1.799    0.301    0.043   0.047  

 2.25t   5000   2.609    0.039   0.067  0.113  0.166  

 
10000   3.158    1.047    0.078   0.039  0.091  

 
15000   3.437    1.725    0.308    0.038   0.047  
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